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Stochastic variations inherent

to manufacturing process

Challenge ResponsePUF
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𝒇𝒓𝒆𝒒𝒖𝒆𝒏𝒄𝒚(𝒐𝒔𝒄𝒊, 𝒐𝒔𝒄𝒋)
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a) FPGA-implemented 

RO array

b) 51 RO reproduced in 

20 different positions

c) RO ≡ 3 inverters +

1 AND gate

a)

c)

b)

Create a 50-bit word corresponding to the 

bit we select in each case and study the 

reliability with the Hamming distance

Extract oscillation frequency

Compare the frequencies of 

pairs of oscillators

32-bit array: sign bit (1 bit) + subtraction 
of frequencies in binary format (31 bits)

𝒇𝒊 > 𝒇𝒋 → 𝟏 𝒐𝒓

𝒇𝒊 < 𝒇𝒋 → 𝟎

Sign bit

𝑩𝒊𝒏𝒂𝒓𝒚 𝒇𝒊 − 𝒇𝒋

Remaining bits

Intra-distance and inter-distance

FPGA: Zynq 7000 SoC

Receiver Operation Characteristic (ROC)

More secure
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